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Trading	
  privacy	
  for	
  security	
  

Increased	
  data	
  collec>on,	
  aka	
  ‘counterterrorism’	
  
	
  
•  Tracking	
  communica>on	
  
•  Tracking	
  money	
  
•  Tracking	
  people	
  
•  Tracking	
  goods	
  
	
  





Washington	
  Post,	
  July	
  2010	
  

•  Published	
  Top	
  Secret	
  America	
  
•  AHer	
  two	
  years	
  of	
  research	
  &	
  FOIA’s	
  
•  Inves>ga>on	
  of	
  counterterrorism	
  agencies	
  
and	
  their	
  work	
  

•  Excluding	
  ‘common’	
  surveillance	
  
	
  





Washington	
  Post,	
  July	
  2010	
  

•  1271	
  government	
  agencies	
  (+263	
  since	
  9/11)	
  
•  1931	
  external	
  companies	
  hired	
  
•  10,000	
  high	
  tech	
  secured	
  buildings	
  
•  845,000	
  people	
  with	
  high	
  security	
  clearance	
  
•  $1.3	
  billion	
  in	
  2003	
  	
  è	
  	
  $31	
  billion	
  2010	
  



Washington	
  Post,	
  July	
  2010	
  

Increasingly	
  minute	
  inves>ga>ons:	
  
•  NSA	
  is	
  siHing	
  through	
  1,7	
  billion	
  emails	
  and	
  
phone	
  conversa>ons	
  per	
  day	
  

•  TSA	
  is	
  scru>nizing	
  every	
  passenger,	
  both	
  
before	
  flight	
  and	
  during	
  check-­‐in	
  

•  etc	
  



Washington	
  Post,	
  July	
  2010	
  

Results:	
  
•  Everybody	
  is	
  mostly	
  reprocessing	
  informa>on	
  
•  Every	
  report	
  is	
  becoming	
  ‘highly	
  classified’	
  
•  Agencies	
  don’t	
  co-­‐operate	
  /	
  share.	
  They	
  hide	
  
•  Intelligence	
  structure	
  has	
  become	
  obtuse	
  
•  Exper>se	
  is	
  wearing	
  thin	
  



‘Top	
  Secret	
  America’	
  

•  Missing	
  reported	
  informa>on	
  
– Major	
  Nalik	
  Hassan,	
  who	
  shot	
  13	
  people	
  and	
  
wounded	
  30	
  in	
  November	
  2009	
  in	
  Fort	
  Hood,	
  Tx	
  

– Umar	
  Farouk	
  Abdulmutallab,	
  who	
  planned	
  a	
  2009	
  
Xmas	
  ahack	
  on	
  a	
  flight	
  from	
  Jemen	
  to	
  Detroit	
  

•  Too	
  many	
  people	
  with	
  high	
  sec	
  clearance	
  
– Bradley	
  Manning	
  



‘Top	
  Secret	
  America’	
  

Eroding	
  civil	
  rights:	
  
•  Snooping	
  is	
  becoming	
  the	
  standard	
  
•  Assump>on	
  of	
  innocence	
  has	
  become	
  
assump>on	
  of	
  suspicion	
  

•  Body	
  scans,	
  now	
  even	
  in	
  streets	
  
•  General	
  idiocy	
  (TSA	
  cupcakes)	
  
•  Agencies	
  go	
  unchecked	
  



(take	
  a	
  breath)	
  

Can	
  you	
  maintain	
  that	
  this	
  data	
  collec>ng	
  is:	
  
•  Efficient	
  (doing	
  its	
  job)	
  
•  Propor>onal	
  (minimizing	
  intrusion)	
  
•  Not	
  harmful	
  or	
  damaging	
  
•  Has	
  increased	
  your	
  safety?	
  

	
  



Other	
  data	
  

Everybody	
  is	
  collec>ng	
  data:	
  
•  Facebook,	
  Google	
  (yeah)	
  
•  Public	
  conveyance	
  
•  Camera’s	
  in	
  streets	
  and	
  shops	
  
•  Memberships,	
  loyalty	
  programs	
  
•  Even	
  cinema’s,	
  restaurants	
  etc.	
  
	
  



Other	
  data	
  

•  ‘We	
  can	
  provide	
  beher	
  service’	
  
•  …because	
  they	
  can	
  demand	
  it	
  
•  Amounts	
  to	
  trading	
  privacy	
  
•  Some>mes	
  for	
  a	
  bonus	
  



Other	
  data	
  

•  Everybody	
  stores	
  everything	
  
•  Data	
  storage	
  is	
  dirt	
  cheap	
  
•  Unclear	
  what	
  is	
  done	
  with	
  data	
  
•  OHen	
  processed	
  elsewhere	
  
•  (by	
  companies	
  that	
  you	
  do	
  not	
  have	
  an	
  
agreement	
  with)	
  



Data	
  breaches	
  

•  Not	
  securely	
  stored	
  
•  Not	
  properly	
  protected	
  
•  No	
  ‘awareness’	
  of	
  its	
  importance	
  







Data	
  safety	
  

•  How	
  to	
  properly	
  store,	
  process,	
  access	
  data	
  
•  Breaches	
  have	
  unexpected	
  consequences	
  
–  Jeremy	
  Clarke,	
  Top	
  Gear	
  
–  ID	
  theH	
  
– Mobile	
  bought	
  with	
  stolen	
  ID	
  
– Loans,	
  mortgages	
  

•  If	
  a	
  company	
  wants	
  it,	
  they	
  say	
  it’s	
  important	
  



Semmelweiss	
  

•  Introduced	
  the	
  no>on	
  of	
  hygiene	
  
•  Has	
  become	
  widely	
  accepted	
  
•  Plas>c	
  wrappings,	
  sterilized	
  material,	
  clean	
  
water,	
  wash	
  &	
  shower,	
  don’t	
  drink	
  from	
  
puddles	
  or	
  eat	
  from	
  floor	
  

•  Backed	
  up	
  by	
  laws,	
  procedures	
  and	
  educa>on	
  



Data	
  hygiene	
  

•  No	
  USB	
  s>cks,	
  CDs	
  and	
  DVDs	
  
•  No	
  laptops	
  in	
  company	
  LAN	
  
•  Database	
  compartmentaliza>on	
  
•  Encryp>on	
  
•  Password	
  protec>on	
  plans	
  

•  Sloppiness	
  needs	
  to	
  become	
  ‘dirty’	
  



Data	
  hygiene	
  

Concept	
  needs	
  to	
  be	
  implemented	
  by:	
  
	
  
•  Publica>on	
  of	
  best	
  prac>ces	
  
•  Rules	
  and	
  regula>ons	
  
•  Obliga>on	
  to	
  no>fy	
  
•  Fines	
  





EU	
  proposal	
  

•  Mandatory	
  no>fica>on	
  of	
  data	
  breaches	
  
•  Must	
  be	
  quick	
  and	
  informa>ve	
  
•  Public	
  exposure	
  of	
  worst	
  offenders	
  
•  Issuing	
  awards	
  for	
  exemplary	
  behavior	
  
•  Fines,	
  up	
  to	
  5%	
  of	
  gross	
  global	
  turnover	
  



Addi>onally	
  

•  Makes	
  data	
  handling	
  more	
  expensive	
  
•  Might	
  stop	
  unwarranted	
  collec>on	
  of	
  data	
  
•  Perhaps	
  implement	
  bounty	
  for	
  data	
  breach	
  
hunters?	
  



But:	
  

We	
  should	
  start	
  thinking	
  about	
  protec>ng	
  
machines,	
  too:	
  
•  Cars	
  (opening	
  doors,	
  alcohol	
  locks)	
  
•  Houses	
  (domo>c	
  appliances)	
  



Medical	
  data	
  

Electronic	
  pa>ent	
  records	
  
•  Pa>ent	
  files	
  lost,	
  stolen	
  or	
  sold	
  
•  Many	
  hospitals	
  have	
  had	
  computer	
  viruses	
  
– Mytob	
  virus	
  (2005),	
  3	
  UK	
  hospitals	
  in	
  2008	
  

•  Hack	
  in	
  2005:	
  1.2	
  million	
  pa>ent	
  records	
  







Medtronic	
  

Pacemaker,	
  wireless	
  hack	
  in	
  May	
  2008:	
  
	
  
“…this	
  has	
  very	
  serious	
  implica>ons	
  for	
  the	
  2.6	
  
million	
  people	
  who	
  had	
  pacemakers	
  installed	
  
from	
  1990	
  to	
  2002.	
  It	
  also	
  presents	
  product	
  
liability	
  problems	
  for	
  the	
  five	
  companies	
  that	
  
make	
  pace	
  makers.”	
  
hhp://venturebeat.com/2008/08/08/defcon-­‐excuse-­‐me-­‐while-­‐i-­‐turn-­‐off-­‐your-­‐pacemaker/	
  





Medtronic	
  

Response:	
  
	
  
•  It’s	
  too	
  expensive	
  to	
  execute	
  this	
  hack	
  
•  We	
  don’t	
  think	
  it’s	
  important	
  enough	
  
	
  



Medtronic	
  

Insulin	
  pump,	
  wireless	
  hack	
  in	
  August	
  2011:	
  
	
  
•  Some	
  company,	
  same	
  hack	
  
•  Wireless,	
  from	
  a	
  500	
  m	
  distance	
  
•  …	
  and	
  dirt	
  cheap.	
  
•  Affected:	
  2	
  million	
  people	
  in	
  the	
  US	
  

	
  



	
  	
  



Medtronic	
  

•  ‘Uhm,	
  we’ll	
  try	
  to	
  fix	
  it	
  in	
  later	
  models…’	
  
•  Refused	
  to	
  speak	
  with	
  the	
  hacker	
  (Jay	
  Radcliff,	
  
IBM)	
  

•  Meanwhile,	
  their	
  PR	
  dept.	
  got	
  very	
  ac>ve	
  
•  Should	
  have	
  had	
  their	
  FDA	
  approval	
  pulled	
  





Thank	
  you	
  

Your	
  safety	
  depends	
  on	
  your	
  privacy,	
  
not	
  the	
  other	
  way	
  around	
  

	
  
karin@spaink.net	
  
www.spaink.net	
  


